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Kaspersky Next XDR/MXDR Optimum im Detail

Verfligbar seit Sep. 2025

On-Prem (Linux) & Cloud
Kaspersky Next Kaspersky Next ™ Kaspersky Next o) Kaspersky Next
EDR Foundations EDR Optimum ™ XDR Optimum W MXDR Optimum
Automated protection from mass 1 Endpointdetectionand response to complex 1 Extended detectionand response to complex 1 Managed protection
threats 1 threats 1 threats 1
* Multi-layered anti-malware : « Indicators of compromise (IoC) search with : « Alerts aggregation : « 24/7 continuous monitoring and threat
» Behavior detection 1 automatic cross-endpoint response 1  Active Directory Response fromthe alert 1 hunting
« Exploit prevention ! * Adaptive anomaly control ! card ! « Incident submitting for further
« Universal Linux Kernel Module (ULKM) : * Single-click and guided response : : investigation by Kaspersky SOC
+ Remediationengine \ + System critical object check \ Automated Security Awareness Platform \ « Direct communication with the SOC
« File, email, web and network threat 1 * Movefile to quarantine/recover file from 1 « Flexible security awareness training for 1 teamaboutincidents
protection on endpointlevel 1 quarantine 1 employees 1 » Notifications about incidents via
« Firewall : + Network isolation/remove network isolation : « Customizable courses available in 25 : email/Telegram
+ Host Intrusion Prevention 1 + Get/deletefile 1 languages 1 * Guided andautomatedresponse
« AMSI protection 1 « Start/terminate process 1 « Security awareness dashboards and 1 scenarios
+ BadUSB attack prevention « Critical areas scan reports . REST ,_API for i.ntegration with. IRP/SOAR
« Root cause analysis with an alert card + * Execution prevention + + Simulated phishing campaigns + * Artificial Inteligence mechenisms
+ Global threat intelligence via , + Execute command . + Videoandaudio training formats . acceleratingincident investigation
Kaspersky Security Network . . « Automated Security Awareness Platform . + Assets visibility with their current
« Mobile threat defense 1 Systemhardening 1 response from the alert card 1 statuses
| | | * Compatibility with third-party EPP
i ! " Petchmanagement ! Kaspersky Cloud Sandbox ! applications
Systemhardening | * Remote wipe 1 E v ) . 1 « User-friendly MDR portal dashboards
\ « Encryption management \ . ploading and executing a file in Cloud \ .
) Regular reports
+ Hardware and software inventory 1 + Advanced MDM 1 Sandbc?x ) 1 . Raw tolemetry st for3 h
- Application, web and device controls 1 1 * Uploadingafile from a web address and 1 aw telemetry storage for S months
. X 1 1 then executeit in Cloud Sandbox I
« Mobile device management (MDM) 1 Cloud security | i , |
« Remotetroubleshooting . . Cloud blockin . . Ant!—evasmn fea'tures to counter malware .
« Third-part 2 0S installati | ' g | designed to avoid sandboxes |
party apps Installation | + Datadiscovery | +  Executing the extracted file from the |
1  Security for Microsoft Office 365: Exchange, 1 Cloud Sandbox report 1
Cloud security 1 OneDrive, SharePoint, Teams 1 . Exporting the analysis resuits 1
« Cloud discovery : : « Automatic detectionof file types :
IT training .

Managing obsolete tasks for exec
» Cybersecurity


https://k-asap.com/

Kurzuberblick EDR-O und XDR-/MXDR Optimum

EDR Optimum

</ Schneller Einstieg, wenig Konfigurations-
aufwand

</ basiert auf mehrfach ausgezeichneten
Endpoint-Schutz + Device Control + AAC usw.

</ Patch-Management

</ Cloud Discovery & Blocking

</ Data Discovery

</ Microsoft Office 365 Schutz

< Cybersicherheits-Trainings fir Admins (CITO)

D

XDR Optimum
7 alle ,EDR Optimur Features plus ...

7 Ganzheitliche Sicht auf Bedrohungen inkl.
Alert Aggregation

</ TIP Cloud Sandbox fiir schnelle Datei-
Analyse und Erkennung komplexer Angriffe

</ Active Directory Integration
</ Security Awareness (ASAP) Integration
«/ Zentrale Reaktion aus der KSC Alert Card

MXDR Optimum
7 alle ,XDR Optimurn Features plus...

«/ 24/7 Uberwachung & Threat Hunting &
IR Reaktionen auf Angriffe d.n. MDR



Kaspersky Next XDR/MXDR Optimum im Einsatz

oK < W
XDR/MXDR Optimum Lizenz Ty KRG gy a%EG opt™
: : : : Y L\
..und die technischen Einsatz-Optionen...
+ KSC15.x/16.x On-Prem - Linux - voller Funktionsumfang d.h. mit AD-, ASAP- und

TIP Cloud-Sandbox-Integration und Alert Aggregation

« KSC15.x On-Prem - Windows - eingeschrankt (keine AD-, ASAP- und TIP Cloud
Sandbox-Integration, keine neuen Web-Console Funktionen)
- ASAP Standalone - Lizenz (20%) wird korrekt berechnet

- TIP Cloud Sandbox Standalone
(FYI: von HQ keine Weiterentwicklung fir KSC Windows geplant)

« KSC Cloud Console (KSCCC) - min. 300 User (MSP: 150 gesamt),
nur Web GUI d.h. kein Linux Know-how notwendig



XDR/MXDR Optimum — AD & ASAP Integration

Active ASAP

Securty — Directory Integration
o :I Integration

Administrator

O Benutzer Accounts
o o

Reaktion

KASAP

Assign KASAP group

Active Directory

Lock account

Reset password

Add user to security group
Delete user from security group



XDR/MXDR Optimum — ASAP Integration

Voraussetzungen

Account bzw. Zugriff auf das Kaspersky Automated Security Awareness PlatformPortal (ASAP) ist erforderlich

Integrations-Schritte (Uberblick)

1.

Login beim ASAP Portal (https://app.k-asap.eu/ bzw. https://www.k-asap.com/ )
- Dashboard-Screen anschl. Menu ,/mport and Sync*, ,Open AP und mit ,New Tokeri* einen Token inkl. Rechte und
Dauer erstellen. APl Token und URL fur OpenAPI kopieren.

KSC Web-Console - KSC ,Server Properties’, unten ,KASAP* auswahlen und die KASAP Integration aktivieren und
den o.g. ,API Token® und URL zum ASAP-System (z.B. https://asap-api.k-asap.eu ) hinzufugen

Vi Firmas - @ o
Kaspersky Automated Security Awareness Platform

Configure integration of Kaspersky Security Center and Kaspersky Automated Security
Awareness Platform (KASAP). How to configure integration (3

0ol Dashboard & Benutzer © Trainingsgruppen 0 Inhalt (NE «} Phishing-Simulator & Unternehmd

Import und Synchronisierung To getinformation abeut API, URL and the list of groups go to KASAP [3
o KASAP integration
Import SCIM Lokaler Active-Directory-Dienst Open API
APltoken* @ | e e @

In diesem Abschnitt kdnnen Sie ein Token generieren, das es der KASAP-Plattform ermaglicht, Sie bel der Arbeit mit Open APl zu i
die Integration verfugbaren offenen APIs finden Sie in der Hilfe. FUr Entwickler sind Beschreibungen der Webdienst im Format Sw. URL* https‘j;’asapfapi kfasap su

URL fir Open API:  https://asap-api.k-asap.eu 5] Use a praxy se o) ()
Usea y server® (i

oken: 1 04 Token emneut ausstellen Token widerrufen onnection status () Check connection
atus C
Rechte des Tokens:

KASAP groups
e L ifomationen bearsten o



https://app.k-asap.eu/
https://www.k-asap.com/
https://asap-api.k-asap.eu/

XDR/MXDR Optimum - TIP Cloud Sandbox Integration

Kaspersky
Security
Center

Administrator

@

Reaktion

Operations / Repositories / Quarantine

Z Refresh 6 Delete & Download O Restore

@ Filename v

<7 Send to TIP Sandbox

</ Send to TIP Sandbox

Device name ~  CGurrentaction - Object v

]

Placed in repository Entryaddedby ~  Size,inbytes >

report Disinfected

woice_05487_2024-01-1 Infected

O tasklist 31-12-2024docx  Warning
data_backup_20-01-2025_  Probablyinfected
meeting_notes_Q1_2025.p. Added by user
user_feedback 20250120...  False positive
project_plan_v25.mpp Notinfected
contract_draft_rev3.pdf Password-protect
analysis_results 2024 vixl.. Deleted |
error_log_21012025txt Must be send to K
financial summary_Y2024...  Infected |
team_roster_January_202...  Infected
presentation_final 202501.. Infacted
design_mockup_va fig Infected
event_schedule_2025-03-..  Infected
dashboard_report_01-202...  Infected
security_patch_2025-01-21.. Infected
case_study_final.pdf Infected
media_assets 2024 Qazip  Infected
risk_assessment_rev2xisx  Infected
error_log_212342340250xt  Infected
analysis_results 2025 vixl.. Infected

case stuchodf Infactad

Total 287 / Selected 0

WINTI-25-0000 Deleting EICAR-File

Sandbox

Reportfor fie
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Summary ©
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’ 1
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XDR/MXDR Optimum - TIP Cloud Sandbox Integration 8

Voraussetzungen

Account bzw. Zugriff auf das Kaspersky Threat intelligence Portal(TIP) ist erforderlich

Integrations-Schritte (Uberblick)

1.

Login beim TIP Portal (https://tip.kaspersky.com/ )
- Mauszeiger Uber Benutzername und im Menu ,Account* auswéhlen und unten ,Request AP/ tokeri* mit entspr. Dauer

KSC Web-Console - KSC ,Server Properties’, unten ,Kaspersky TIP' auswahlen und die TIP Integration aktivieren
und den o.g. ,API Token® hinzuflgen

3N Kaspersky
=) "
Threat Intelligence Portal

«
> General

&2 Home

| ThreatLandscape >
Q Threat Lookup

& Research Graph

® Reporting

@ ThreatAnalysis

@ Digital Footprint >
& ThreatInfrastructure

5 DataFeeds

9 What's New and Upcoming

g News

@ Michael Hirschmann >
https://tip kaspersky.com/account

Home

Administration Server properties

General  Accessrights  Administration Servers  Authentication security  Revision histery  Eventconfiguration

Digital Footprint Global Threats

General
Threat Risk Analysis Connection ports

Al @ Toprisks

Leakage
Settings
Account

Notifications

Additional ports
Certificates

Events repository

Startonboarding PDNS
License keys
Licenses
General Virus outbreak
Tenant
Vulnerability KSN Proxy
ess control
Tenants Kaspersky announcements

Terms and Conditions

Web Server
Privacy Pelicy
Sign out Revision history repository
1 irowal® ACTIVItY report - January 2¢

X
Kaspersky TIP Addtoken
Token @
Kaspersky TIP Threat Analysis allows you to execute files i
Kaspersky Sandbox. An APl token is required to work with
Portal (£ through your browser and request an APl token

m Cancel

Note: If you disable the integration with Kaspersky TIP Thr
file analysis. Execution results are available in Kaspersky Tl

Kaspersky TIP Threat Analysis (Premium access)
Integration C

+ Add token

APl token

te an API token in Kaspersky TIP

Before adding, ge

Use a proxy server (D O



https://tip.kaspersky.com/

Kaspersky Next XDR/MXDR Optimum
KSC 16.x On-Prem Installation unter Linux

Generelle Unterschiede von MS Windows vs. Linux
¢ Viele Linux Distributionen fur KSC 16.x z.B. Debian, Ubuntu, Red Hat usw.

*  GroBe DBMS Auswahl fur KSC 16.x z.B. MySQL, MariaDB, PostgreSQL usw.

Installations-Ablauf ab Linux OS Level... (nur Auszug)
* > sudo agpt install mariadb-server mariadb-client
* > sudo gpt install postgresql postgresql-client

< Microsoft OS
< Microsoft SQL

(MariaDB unter Ubuntu/Debian)
(PostgreSQL unter Ubuntu/Debian)

*  Konfigurations-Datei anpassen d.h. my.cnf bzw. (MariaDB)
/etc/postgresql/<\Version>/main/postgresql.conf (PostgreSQL)
*  Erstellung der Gruppe "kladmins® und von nicht-privilegierte Accounts
* > adauser ksc
* > groupadd kladmins
* > gpasswd -a ksc kladmins
* > usermod -g kladmins ksc usw.
*  Erstellung der Datenbank
* > sudo -/ -upostgres psql -U postgres -¢ "CREATE DATABASE <iam_adb_name>; (PostgreSQL)

* > sudomysqgl-uroot -p -e "CREATE DATABASE <iam_db_name>,"”

(MariaDB)



Kaspersky Next XDR/MXDR Optimum
KSC 16.x On-Prem Installation unter Linux
Installations-Ablauf ab Linux OS Level... (Fortsetzung... — nur Auszug)
+  KSC16.x Installation
*  Download entsprechendes KSC 16.x Linux Paket z.B. via GUIl oder
sudo curl -O https.//products.s.kaspersky-labs.comy...
s > gptinstall /<path>/kscé4_ <Versions-Nr>_amdé4.deb (Ubuntu/Debian)
* > yum install /<path>/kscé4-<Versions-Nr>.x86_64.rom —y (Red Hat, CentOS)
+  KSC16.x Konfiguration
s > Jopt/kaspersky/kscé4/lib/bin/setup/postinstall.pl
* Abfrage z.B. TCP Port-Nummer — Port 3306 (MariaDB/MySQL) — Port 5432 (PostgreSQL), FQDN Name
des IAM-Servers etc.
+  KSC16.x Web-Console Installation
*  Download entsprechendes KSC 16.x Web-Console Paket
* > nano /etc/ksc-web-console-setup.json (Antwort-Datei erstellen/anpassen im Json Format)
* > sudo apkg -i ksc-web-console-<\Versions-Nr.>.x86_64.deb (DebianUbuntu)
* > sudo rom -Uvh --nodeps --force ksc-web-console-<\Versions-INr.>.x86_64.rom (Red Hat)
*  >systemct! restart KSC* (Restart der KSC Dienste)

KSC 16.x Web-Console Konfiguraton bzw. finale KSC Konfiguration via https.//<KSC-ServerFQDN>.8080,/"

10



Live-Demo...



KUMA - Kaspersky Unified Monitoring and Analysis Platform 12

KU MA

Kaspersky
SIEM




Live-Demo...



Vielen Dank !

Kaspersky
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Michael Hirschmann Senior Presales Engineer /Presales Manager
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